TEMPLATE 3-5


Personal Health Information Act
Personal Health Information Breach Reporting Form

NOTE

This template outlines the key information which should be documented during the process of reporting, containment, investigation, and notification of a breach of personal health information. Based on their breach policy, each custodian will have a different requirement for who is responsible for each stage of the process, and who is responsible for signing the form. Multiple forms may be used to separate information from each stage of the process.
This form is to be used to document the theft, loss or unauthorized access, use, disclosure, copying or modification of an individual’s personal health information.

Please complete this document and provide the completed and signed document to [Contact Person, Name of Custodian].
Note: When completing this form, include the minimum amount of personal health information necessary to adequately explain the breach. Do not include specific details - describe the type of information that was allegedly breached (e.g. “the individual’s diagnosis was included in the information”).

Reporting
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Date and time of breach


Date and time of breach was reported


Name and position of person who reported the breach



Details of breach (include name(s) and contact information for all individuals whose information was allegedly breached)

If known, name and position of person(s) responsible for the breach


Containing the Breach

Describe the steps taken to contain the breach. This may include recovering copies of information in all media and removing access privileges to persons allegedly involved in the breach. Include the names and positions of all persons involved in containing the breach. Attach all relevant documents.


Investigation of the breach
Outline all information related to the investigation of the breach. Attach all relevant documents. 



Determination of whether notification is required

Will notification be made to the individual(s)? 
· Yes



· No

If “yes”, outline how the notification will be made (e.g. phone call, letter), and by whom. Attach all relevant documents.



Notification – Individual 
Include all relevant information including date and time of notification to the individual, and detailed notes of all discussions. Attach all relevant documents.

Follow-up

Outline any follow-up requested by the individual(s), or committed to by the person notifying the individual(s).


Determination of whether notification is required

If “no”, outline the rationale for not notifying the individual. Include information on who participated in the decision. Attach all relevant documents.



Notification – Review Officer

If the decision has been made not to notify the individual, section 70(2) of the Personal Health Information Act requires that the custodian notify the Review Officer as soon as possible. Attach a copy of the notification to the Review Officer.

Signatures
Note: Signatures may be required from the individual who reported the breach, his/her supervisor, the individual responsible for investigating the breach, and/or the Contact Person. 

Include the dates the document was signed by each person.
Notes from Contact Person
Include any additional relevant information (e.g. details of any complaint lodged by the individuals, a request from the individual or the custodian to the Review Officer to investigate).
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